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IHosicHuTeALHAA 3aAMHUCKA
[Iporpamma 1o uHpoOpMaIoHHass Oe30MacHOCTh. KubOepe3omncHOCTh cocTaBieHa Ha

OCHOBE TpeOOBaHUU K pe3yslbTaTaM OCBOEHHS OCHOBHOM 00pa3oBaTEeNbHON MNpPOrpaMMbl
OCHOBHOT0 001iero oopaszopanus, npenacrabieHubix B ®I'OC 00O, a takxke denepanbHON
paboyeit mporpaMMbl BOCITUTAHUS.

Pa3BuTtre MHPOPMAIIMOHHOTO OOIIECTBa MpeAnoiaracT BHEApeHne MH()OPMAITMOHHBIX
TEXHOJOTHA BO BCce cdepbl JKWM3HM, HO D3TO O3HAYaeT W TOSIBICHHWE HOBBIX YIPo3
Oe3omacHOCTH — OT yTeuek mHpopmarmu 10 kubepTeppopusma. B mpoexte Konuenmmun
cTpateruu kubepoesonacHoctu Poccuiickoit denepanyin KuOEPIPOCTPAHCTBO OMPEACIISICTCS
Kak «cdepa JCATEILHOCTH B  HUH(POPMAIIMOHHOM  TNPOCTPAHCTBE, OOpa3oBaHHas
COBOKYMHOCThI0O MHTEpHEeTa W JPYrHX TEIEKOMMYHUKAIIMOHHBIX ceTed | JI0OBIX (hopm
OCYIIIECTBIISIEMON MOCPECTBOM HUX MCTOIH30BAHUS YEIIOBEYECKOW AaKTUBHOCTH (JTMYHOCTH,
OpraHu3alliy, roCyJapcTBa)», a KUOepOe30MacHOCTh — KaK «COBOKYIHOCTbH YCJIOBHUH, MpHU
KOTOPBIX BCE COCTABIIAIONINE KHOSPIPOCTPAHCTBA 3aLTUIIEHBI OT MAKCUMAJIbHO BO3MOKHOTO
qycia yrpo3 U BO3JICHCTBUI C HEXKENIaTeIbHBIMU TTOCJIEACTBUSIMIY. B CBsI3U ¢ 3TUM 00JIbIIIOE
3Haue€HHWE  npuoOperaeT  mnpolieMa  «KyJbTyphl  O€30MACHOrO  TOBEACHUS B

KHOEpIPOCTPAHCTBE.
[Tpu n3yyennn naHOpMaMOHHON U KHOEpOE30NaCHOCTH BBIACTSIOTCS CIETYIONINE:
- obecrieyeHne pas3INYHbIX chep YKOHOMUKHU Ka4yeCTBCHHBIMHU

UH(OPMAIIMOHHBIMU TEXHOJIOTUAMH;

- o0ecrieueHre BBICOKOTO YPOBHS MHGOPMAIMOHHON 0€30MacHOCTH TOCYIapCTBa,
UHIYCTPUHU UTPAKIAH.

be3onacHocTh B MHGOPMAIMOHHOM OOIIECTBE SBISETCS OJHUM M3 OCHOBHBIX
HamnpaBlieHUH (QyHIAMEHTATBHBIX HWCCIIENIOBAaHUK B 0O0NacTd WHQGOPMAIMOHHBIX
TEXHOJIOTUH.

KomnbiorepHble TEXHOJIOTUH MPUMEHSIOTCS MPU M3YyYEHUH NPAKTUYECKH BCEX
IIKOJBHBIX JUCIHIUIAH YK€ C MIIAIIIUX KiaccoB. KubOepyrposbl CyIecTBYIOT Be3je,
IJIe TPUMEHSIOTCA NH()OPMAIIMOHHBIE TEXHOJIOTHH.

['ocymapcTBO cuuTaeT HEOOXOIUMMBIM pacIIUpeHHe oObeMa MpernoiaBaHus
UH(OPMAITMOHHBIX TEXHOJIOTHH B 00111€00pa30BaTeNIbHBIX OpraHu3anusx. B kauecTse
OJIHOM W3 OpraHU3allMOHHBIX MEp B oOecreyeHuu KuOepOEe30macHOCTH OmpeesieHa
pa3palboTKa U BHEJPEHUE B YUEOHBIN Mpolecc 00pa3oBaTeIbHBIX OpraHU3alui pa3HOro
YpOBHS Kypca 1O HHGOPMAIMOHHON O€30MacHOCTH, BKJIIOYAIOIIETO MOAYJIH II0
obOecnieueHnI0  KUOEpOE30MacHOCTH, JIMOO  JIOTIONTHEHHE  UMEIONIMXCA  KYpCOB
YyIOMSHYTBIMU MOAyJsiMU. [llkonbHas mporpaMMa JOMKHA COOTBETCTBOBATH ATHM
LEJISIM, I03TOMY TIPEICTaBISIETCSl aKTyaJlbHBIM peaju3alusl MPOrpaMMbl BHEYPOUHOM
JeSITEIbHOCTU

«MHdpopManinoHHas 6€30MaCHOCThY.

3amaua kypca «HHpopmanmoHHass 0€30MacHOCTb» - COBEPLICHCTBOBAHUE
IIKOJIBHOTO 00pa3oBaHMs M TMOATOTOBKUA B chepe MHPOPMAIMOHHBIX TEXHOJOTHM, a
TaKXXe TOMyJIApu3aus npodeccuid, CBI3aHHBIX C MHPOPMAIIMOHHBIMH TEXHOJOTHUSMHU.
Ilesnp u3ydeHus Kypca
«MnadopmarmonHas 6€30IaCHOCTBY - JaTh OOIIUE MpeACTaBICHHUS O 0€30MacHOCTH B
WHPOPMAITMOHHOM OOIIeCTBE M Ha JTOW OCHOBE Cc(OpMHpOBATH MOHUMAHHUE
TEXHOJNOTHA WHMOPMAIMOHHONW O€30MacCHOCTH W yMEHHsI TNPUMEHITh MpaBUiIa
KuOepOe30MacHOCTH BO BCeX cepax AesTeIbHOCTH.



BocrnuratenpHas 1ienb Kypca — (OpMHpOBaHHE HAa KayeCTBEHHO HOBOM YPOBHE
KyJIbTYpbl YMCTBEHHOTO TpyAa W B3aHMMOJEHCTBUS C OKPYKAIOIIMMHU, OTBETCTBEHHOTO
OTHOILIEHHS K BOIpOocaM 0€30MacHOCTH KU3HEACATEILHOCTH.

Lear mporpaMmbl — co3/aHWE YCIOBHM uisi (HOPMHUPOBAHMS Y YYAIIUXCS
u(POBOM KYJIbTYphl JUYHOCTH C HEOOXOIUMBIMH HABBIKAMH W TPUCYIIUMHU
LIEHHOCTSIMM, B3IJI/1aMU, OPUEHTALIUSIMU, YCTAHOBKAMH, MOTUBAMU JECATEIILHOCTU U
MOBEACHUS JJIsi oOecrieueHus: O0e30macHOW W Pa3BUBAIONICH JKH3HEACATEIHHOCTH

yuarerocs B cetu « IHTepHET.
JUJIS1 JOCTUKEHUS MOCTABJICHHOM 1eJI PelIaloTCsl CJIeyIoIue 3a1a4n:

dopmupoBaHue y yyanuxcs iu@poBoi 1 HHMOPMATMOHHON KYJIbTYPHI;

Bocrnuranue y ydamuxcsi HDaBCTBEHHOCTH U KYJIBTYPbl B3aUMOOTHOLIEHUS €
JHOJbMH Ha OCHOBE OOIIIEUEI0BEYECKUX LIEHHOCTEN B ceTH «HTepHETY;
VYTBepK/IeHHE B CO3HAHMM W YYBCTBAaX YYalllMXCSl MPABUIBHBIX Mojeel
MOBEJICHUS, LIEHHOCTEW, B3IMMAAOB M YOSXKIEHUH JUId  YCHEIIHON
KU3HEJIEATEIbHOCTH y4alerocs B cetu «HTepHeT;

VYriybnenue 3HAHUU y4eOHBIX TUCUUTINH «Mudpopmartukay,

«ObX» wu
«OO011IecTBO3HAHKEY B IIpoliecce 00YUEHHS B paMKax IPOrpPaMMBbl;

WuTennexTyaabHOEe pa3BUTHE ydYallUXcs, (POPMHUPOBAHUE TBOPUYECKHX U

IIPUKJIAIHBIX Ka4€CTB MBILIIJICHHUS;
Pa3BuTue nHTEepeca K pazauvHbIM cepam HHPOPMAMOHHBIX TEXHOJIOTUI;

CoBepIIeHCTBOBAaHUE HABBHIKOB CaMO0OOpPa30BaHMUs, BCECTOPOHHETO Pa3BUTHSI

U COIlMATH3AIIHH;
OOydenne moucky © orOopy wuHGMOpManuu, e¢ MHTepIpeTauu |
MIPUMEHUMOCTH;

Pa3BuTue J0rn4eckoro MbIIUIEHHS, YMEHUNA O000OIEHUsI U KOHKPETU3ALHH,
aHaJIu3a U CUHTE3A,

Bocnurtanue yMeHHsI TPYIUTBHCS, CaMOCTOSITEIBHOCTH, OTBETCTBEHHOCTH U
TBOPUYECKOT'O0 OTHOIIECHHUS K yueOe;

Oobyuarmme:

CdopmupoBath  cucreMy 3HaHMW B cdepe  OOIIECTBO3HAHUS,
UH(GOPMAITMOHHBIX TEXHOJIOTHI U OCHOB O€30MAaCHOCTH JKU3HEIEATEIbHOCTH;
OOy4uTh PJIEMEHTaM CHCTEMHOI'O0 MBILIUICHUS! MCIOJIb30BaTh MWHCTPYMEHTHI
aKTUBU3ALIMN MBIIICHHUS,

OtpaboTka HaBBIKOB W yYMEHUH Juisi 0€30macHOr0 U IOJIE3HOTO
UCIOJIb30BaHUsI MH(OPMAIMOHHBIX TEXHOJOTWW: CpaBHEHHE HH(OpMaIuHu,
KPUTHUECKUN aHAIMW3, BBIJCIICEHWE TJaBHBIX MBICIEH © TPaMOTHOE
U3JI0KEHUE, a TaKXKe BOCTIPHUSATHS W YCBOCHHS HWHGPOpPMAIMM U3 CETU
«HTEepHETY.

PasBuBarmmue:

Pa3BuTh MHTEIICKTYaJIBHBIC U COIUATILHBIC CITOCOOHOCTH 00YUYarOIIUXCS;
Pa3BuTh HAaBBIKH CETEBOTO OOIICHUS W KOMMYHHKAIUU B ceTh «HTEpHETY,
moucka u paboTel ¢ mHpOpPMaIel, o0ecIeueHusT 0€30IMacHOCTH TH(PPOBBIX
YCTPOMCTB U aKKAayHTOBHU OCYIISCTBICHUS CETEBBIX IMMOKYIIOK;

Pa3BuTh nenmoBbie U TpakIaHCKHE KauyecTBa, TAKUE KaK CaMOCTOSATEIbLHOCTD,
OTBETCTBEHHOCTh, AKTHBHOCTh U aKKYpPaTHOCTH;

CdopmupoBaTh NOTPEOHOCTH B CAMOIIO3HAHUHN 1 CAMOPA3BUTHH.

BocnurTartebHble:

Bocnurats KYJIbTYPY O6IIICHI/I$I H ITOBCJICHM B CCTCBOM IMPOCTPAHCTBE;



e Bocnurars 1eneycTpeMICHHOCTb JUYHOCTH;
e Bocnurarh TONEPaHTHYIO U KYJIBTYPHYIO JINYHOCTD;
o Bocnurarh npaBUiibHBIN 00pa3 rpaxk1aHUHA.

. O0mas xapakTepucTUKa Kypca

Kypc «WudopmanmonHas 06e30MacHOCTBY CTPYKTYPHUPOBAaH IO  MOJIYJIbLHOMY
npuHiuny. OHBKIIIOYAET B ce0s1 7 MOJIyJICH:
e OOmme ceeaenus o 6ezonmacHoctu [IK u UaTepHera

o TexHuka 6€30MaCHOCTH U IKOJIOTHUS
o TIpobaembl MHTEpHET-3aBUCUMOCTH

e Meroasl obGecneuenus Oe3zonmacHoctd IIK w  HMurtepnera. Bupycbl u
AHTUBUPYCHI

e Momennuueckue aevicteus B Uutepaere. Kubeprnpecrtymnenus

e CereBol dTHKET. [ ICMXO0IOTHS U CETH
e [IpaBoBbIe aCTIEKTHI 3AUTHI KUOEPIIPOCTPAHCTBA

Il. Onmncanmne Mecta yueOHOro npeamMera B y4eOHOM IJIAHE.

Ha wuzyuyenue undopmanmonnoit 6ezonacuoctu. KubepbesomacHoctu orBoautcs 1
yac B Hezemro ¢ 7 mo 8 kiacc (34 gaca 3a roj B KaXI0M Kiiacce, BCero 68 4acos).



I11. Conep:xanue yue6HOr0 npeamera
7 Kkiace

Moayas 1. Oommue cBenenus o 6e3onmacuoctu IIK u Unrepuera (5 yacos).
Kak paGotaroT MOOMIIbHBIE YCTPONUCTBA. YTPO3bI /1711 MOOUIIBHBIX YCTPOMNCTB.

PacnpocTpanenue BpeqOHOCHBIX (alIOB uepe3 MNPUIOKEHUS Il CMapTPOHOB U
IUTaHIIEeTOB (CKaunBaHue (GoTtorpaduii, My3bIKH, UTP).

Buapl 3ammurel kubepripocTpaHcTBa (U4TO TaKOe HECAaHKIMOHUPOBAHHBIN JIOCTYII,
paspylieHne nytpara nHhOpMaIlnu, UCKaKeHne nHpopmanun).

KTt0 obecnieunBaet 3amuty KuOEpIpoCTpaHCTRa.

Yro takoe reoundopmarmonusie cucreMbl (I'MC). I'moGanpHbie MHDOpMAIMOHHBIC
CeTH 1O CTUXHITHBIM O€ICTBHSIM.

Monyan 2. Texnuka 6e3onacHocTu u 3kojorus (5 yacos).
KomnbroTep 1 MOOUJIBHBIE YCTPONCTBA B YpPE3BbIYAMHBIX CUTyalusX. JlOmoNMHEeHHs K
JTII.KoMmnbrorep 1 MOOMIIbHBIE (COTOBBIE) YCTPOKUCTBA B IpaBUJIax OE30MaCHOCTH.
Komnbrorepsl 1 MOOUIIbHBIE YCTPOMCTBA B AKCTPEMAJIbHBIX yCIOBUIX. Besne nu ecthb
WUurtepuer. Th npu pabote ¢ MoOWIbHBIMH ycTpoiicTBaMu. llepBas momoip mpu
npo0iemax B MHTEpHETE (Cy>KObl TOMOLIN).

BoszelicTBue paanoBoiH Ha 310poBbe M OKpyxaromryto cpeay (Wi-Fi, Bluetooth,
GSM).

Moayan 3. IIpo6aembl UHTepHeT-3aBHCHMOCTH (2 Yaca).
Bunel atepueT-3aBucumoctu. Kommnberorep u 3peHue.

Moayab 4. Metoabl obOecniedenusi OezomacHoctu IIK wm
HNurepHera.

Bupycol 4 anTuBHpYchI (8 yacoB).
Bupycbl 1 aHTUBUPYCHI.

Kak pacnpocTpaHstoTcss BHUPYCHI.

W CTOYHMKY U IPUYUHBI 3aPAKECHUS.

Ckopass komImbloTepHasi momollb. [Ipu3Haku 3apakeHusi KomIbloTepa. UTo Takoe

aHTUBUpPYCHAas 3amuTa. Kak JieunTh KOMOBIOTED.

3aruTa MOOMJIIBHBIX YCTPONCTB.

Kak 3amututrs manHeie oT notepb. KommpoBanue W BoccTaHOBieHHE. Bceernma s
MO>KHO CITACTHCBOHU JAaHHBIC.

3ammura ¢aiinos. Uto Takoe mpaBo A0CTyMA.

3amura nerel B coumanbHbIX ceTsax. [1O mns poaurteneit. OrpaHuueHuEe BpEeMEHU
HaXO0XXJICHUS BCCTH.

Moayas 5. Momennnueckue aeiicrBusi B Unrepuere. Kubepnpecrymienus (2
yaca).

OnacHoctr MOOWIBHOW cBs3u.  [IpemiokeHus 1O  yCTAaHOBKE  BPEIOHOCHBIX
MPUJIOKEHU .

Momennnueckne CMC.
[IpocnymuBanue pazroopoB. OmnpeienieHue MeCTOMOIOKEeHUS TesieoHa.



Moayan 6. CereBoii 3tuker. Ilcuxonorus u cetb (10 yacos).
Yro Takoe nuuHbIe JaHHbIE. Bee, 4TO BbUIOKEHO B IHTEPHET, MOXKET CTAaTh U3BECTHO
BCEM.

«JIumnss undopmanus» o cedbe m apyrux B Hurepnere. Kakas wunbopmarus

MPUHAJJICKUT BaM. AHOHUMHOCTb B CETH.

YUro Ttakoe OTuUkeT. Bmasl oSTHKeTra  (JTUYHBINA, JEJIOBOW, IHUCHMCHHBIN,

JTMCKYCCUOHHBIM U TIp.).
Paznuuus sTUKETa B pa3HbIX CTpaHaX.

Kak nosiBuiicst HeTUKET, 4TO 3TO Takoe. OOIre mpaBuiia CETEBOr0 ATUKETA.

Jlnunoe oOmieHue U OOIIEHWE B TPYIIE — YEM OHU OTIMYAIOTCS (4YatThbl, (HOPYMBI,
CITY>KOBIMTHOBEHHBIX COOOIIICHUI).

Otuka Juckyccuid. B3anmHOe yBaxkeHHE TIPU HMHTEPHET-OOLIEHUH. OJTUKET U

0€30MacHOCTb. DMOIIUU B CETH, UX BBIpAKCHUE.

PeanbHas u BUpTyalibHasl JIMYHOCTD, PeaIbHBIE BCTPEUYU C BUPTYAJIbHBIMU 3HAKOMBIMHU
U UXOIMACHOCTh, YTPO3bl M OCKOPOJIEHUS — YEM 3TO MOXKET 3aKOHUYUTHCSI.

Ecnu BbI cTanu sxepTBOM KOMITBIOTEPHON arpecCuu: CIy>KObI ITOMOIIIH.

Monyas 7. [IpaBoBblie acneKThI 3allIUTHI KHOePNPOCTPaHCTBA (2 Yaca).
Cob6ctBennocth B UHTEpHETE. ABTOpPCKOE MpaBo. MHTemekTyanbHas COOCTBEHHOCTb.
[InaTHas ubecmiatHas nHGopMmalus.
O606menune Mmatepuana kypca. Urpa-kBect «3HaToKu KHOEpOE30IMacHOCTI.

8 kiacc

Moayas 1. Oomme cBenenus o 6ezonmacuoct IIK m Unrepuera (5 yacos).
Nudopmarmonnas 6€301MacHOCTh
3ammuTa MEepCcOHANBHBIX JAaHHBIX, MOYEMYy OHa HyXHA. KaTeropum mepcoHaIbHBIX
TAHHBIX.
bromerpudeckue nepcoHaIbHBIC TaHHBIC.

Ucrtounuku nanHeix B MHTepHere: mouTa, cepBUChl OOMeHa Qaiinamu u Jp.
XpaneHnue naHHbix BUHTEpHETE.

Bo3moxHOCTH 1 TTpOOIeMBI COITUATBHBIX CETEH.

bezonacHplii mpoduie B conManbHbIX ceTsX. COCTaBIeHUE CETH KOHTAKTOB.

Monyan 2. TexHuka 0€30MaCHOCTH M 3Koj0rus (2 yaca).
Kowmrineke ynpaskHeHuit mpu padoTe 3a KOMITbIOTEPOM.

BosnelictBuena 3penune DJIT, KUIAKOKPUCTATNIMYECKUX,
CBETOJIMOJIHBIX,  MOHOXPOMHBIX MOHHTOPOB.

Monyas 3. IIpo6siembl UHTepHeT-3aBUCHMOCTH (3 yaca).
Jiis gero moxket ObiTh mosie3eH [IK u MHTepHeT (pa3BuBaroiiue Urpbl, 00ydeHUE,
oOIIeHHE U T.I1.)HU KaK MO0JIb3a MPEBpaIlaeTcs BO BPE/l.
KubepkynbTypa (MaccoBast KyJIbTypa B CETH) U JINYHOCTb.
[Icuxomornueckoe Bo3AecTBHE MH(POPMALIMKM HAa YEJIOBEKA. YIPaBICHUE JIMYHOCTHIO
4epes CeTb.



Moaynas 4. Metoabl oOecnevyenusi OesomacHoctu IIK m

HNuTepHera.
Bupycol n antuBupycol (16 yaco).
3ammra @QaitioB. I[lpaBa mnonp3oBareneid. 3amurTa NpU 3arpy3Ke U BBIKIIOYEHUU
KOMITbIOTepa. bezonacHoCTh Mpu ckaunBaHuM (Pailyios.

be3zonacHocTh mpu MpocMoTpe PUIBMOB OHJIAMH.

3ammTa OporpaMM M JJTaHHBIX OT  HECAHKIWOHHWPOBAHHOTO  KOIHMPOBAHHS.
OpraHu3alMoHHbIE, IOPUAMYECKUE, MPOrPaMMHBIE W IPOrpaMMHO-aIapaTHbIE MEpbI
3aIIUTHI.

3ammTa @OporpaMM M JIAHHBIX C T[OMOIIBIK Mapojed, MNpOrpaMMHBIX U
AJIEKTPOHHBIX KIIIOYEHN, CEPUMHBIX HOMEPOB, IIEPEHOCA B OHJIAKH U T.11. Henepemeaemsbie
MIPOTPAMMBL.

Metonpl 3amuTel GOTO W BHUIEOMATEPUATIOB OT KOMUPOBAHMS B CETU. 3alllUTa OT

KOIIMPOBAHMS KOHTEHTA CauTa.

Kaxk pa3BuBanuce BUPYyCHI.

MoryT 111 BUpychI Bo3aercTBoBaTh Ha anmaparypy 1IK. Kak Bupycel Bo3aerncTByOT Ha

(baibl.

IIpoBepka Ha Hamune BUpycoB. CkaHepsl U Ap. MOXKET 11 BUPYC BO3AEHCTBOBATh HA

pabounii cron. Mcrounuku 3apaxenus [1K.

Antuupyctoe [10, Buabl 1 Ha3HAYEHUE.

Mertonp! 3ammTsl OT BUpYycoB. Kak pacro3HaroTcs BUPYCHI.

Moayabs 5. Momennuveckue aeiicteusi B Unrepuere. Kuéepnpecrymienns (4
yaca).
YTeuka u 00HapOOBaHUE JINYHBIX TAHHBIX.

[lonbop u mepexBar mnapoiieid. B3jgoMbl akkayHTOB B COIMAIbHBIX ceTAX. Buabl

MoleHHnuecTBa B UutepHere. @uiumHr (hapmMuHr).
A3zaptHbie urpbl. OwiaitH-ka3uHo. bykmekepckue koHTopbsl. [lpennoxxkenus ais
«MHBECTUPOBAHUS» JEHET. BBIUTPHILI B JIOTEPEIO.

Moayab 6. CereBoii 3Tuket. [Icuxosorus u cetb (1 yac).
[lcuxomoruueckass obcranoBka B MHTepHere: rpuduHr, kubepOyIIMHT, KUOEp-
MOOOUHT, TPOJUIUHT, OYJUTUITU/IL.

Mopnyan 7. IlpaBoBble acneKThI 3aIIMTHI KHOepnpocTpancTBa (3 yaca).
3amura npaB MOTpeOUTENEl NpPU MCHOJIB30BAHUM YCIYT
WuTepner.3amura mpaB noTpedUTENe yCayT MpoBaiiaepa.
O606menune Mmarepuana kypca. Urpa-kBect «3HaToku KubepOe30MmacHOCTI.



I[lnanupyembie pe3yJibTaThl H3y4eHHS Kypca

IIpeomemmuunie:
1. CchopmupoBaHbI 3HAHUS 0 0€301acHOM ITOBEJICHUHU
pu paboTe ¢ KOMITbIOTEPHBIMUTIPOrpaMMaMH, HHGOPMAITHEH B CETH
WHTEPHET;

2. CdhopmupoBaHbl yMeHHUs COOII01aTh HOPMbl HH(YOPMALIMOHHON 3THKHU;

3. ChopmupoBanbsl ymMeHHs O6e30macHO paboTaTh ¢ MH(pOpManuen, aHaIU3uPOBaTh
1 000011aTh TOTYYEHHYIO HH(HOPMAITHIO.

Memanpeomemmnuvie:

1. Pa3BuBaroTCI KOMIIBIOTEpPHAs TPaMOTHOCTh M HMH(GOPMALMOHHAA KyJIbTypa
JMYHOCTH BUCTIOJIB30BaHUU HMHPOPMAIIMOHHBIX 1 KOMMYHUKALMOHHBIX TEXHOJIOTUH;

2. PazBuBatoTcs yMEHMsS aAHAIM3UPOBaTh U  CHCTEMATU3UPOBATH HMEIOLIYIOCS

uH(pOpMaIHIO;

3. Pa3zBuBaroTcs moO3HaBaTelbHAs W TBOpPYECKas AKTHUBHOCTh B 0€30IacHOM
UCIOJIb30BaHUU MH(POPMALIMOHHBIX U KOMMYHUKALMOHHBIX TEXHOJOTUH.

Jluunocmmuule:

1. BeipabaTsiBaeTcs CO3HATEJIPHOE u OepexHoe
OTHOILIEHUE K BOIIPpOCaM  COOCTBEHHOM uHGOPMAIIIOHHON
0E30ITaCHOCTH;
2. ®opmupyrorcs " pPa3BUBAIOTCS HPABCTBCHHBIE, ATHUYECKHE,

NaTPUOTUYECKUE KaueCTBAJINYHOCTH;
3. Ctumynupyercs MOBeIGHUE W JesTEeIbHOCTh, HANpaBJICHHbIE HA COOJIIOJCHUE
UH(OPMAIIMOHHON 0€30MTaCHOCTH.



TemaTuuyeckoe IVIAHUPOBaAHUE

HaumenoBanmue moay.Jiei

KoJs-Bo yacos

7 8 kiacce
KJIaCC

BocnurareabHbIi
KOMIIOHEHT

Oowmue ceenenus o oezomnacuoctd [1K n
NurepnHera

5 5

I'paxxnanckoe BocIUTaHUE;
[TaTtpuoTtnueckoe
BOCIIUTAHUE;
JlyXOBHO-HPAaBCTBEHHOE
BOCITUTAHUE;

azlanTaluy 00yJaromerocs
K U3MEHSIOIINMCS YCITOBUSM
COLIMAJILHOW U MPUPOTHOMN
CpEIbl.

Texuuka 0€300aCHOCTH U SKOJIOTHSL.

LleHHOCTH HAYYHOTO
MIO3HAHHMS;

(dopMUpOBaHUE KYITBTYPHI
3JI0pOBBS;

TPYAOBOE BOCIIHTAHUE;
9KOJIOTHYECKOE BOCIIUTAHUE.

[Tpobnembr MHTEpHET-3aBUCUMOCTH

I'paxnanckoe BocIMTaHHUE;
ITatpuornueckoe
BOCIIMTAHUE;
JyXOBHO-HPAaBCTBEHHOE
BOCIIMTAHUE;

aJlanTay 00yJaroIerocs K
W3MEHSIOINMCS YCIOBUAM
COLIMAJIBHOU U IIPUPOJHOU
Cpensl;

LIEHHOCTH HaAy4YHOI' O
MO3HAHMS;

(opMHpOBaHUE KYJIbTYPHI
310pOBBS;

TPYAOBOE BOCIIUTAHUE;
JKOJIOTMYECKOE BOCIIUTAHUE.

Mertonbl obecriedeHrst 6e30MacHOCTH
I1K u MuTepuera. Bupycsl u
AHTUBUPYCHI

Ananranuu o0ydvaromerocs K
U3MEHSIOIUMCS  YCIIOBUSAM
COIIMAJIBLHOM U  MIPUPOTHOMN
Cpelbl; LIEHHOCTH Hay4HOro
MO3HAaHMS; ¢dopmupoBaHue
KYJIBTYPHI 3JI0POBBSI;
TPYZLOBOE BOCIIUTaHUE;
9KOJIOTHYECKOE BOCIIUTAHUE.

MomeHHnYeCKHe
nevictBus B UaTepHeTe.
Kubeprnpecrymienus

I'paxxnanckoe  BOCHHTaHHE;
[TarpuoTnueckoe
BOCIIMTAHUE;
JlyXxOBHO-HPaBCTBEHHOE
BOCIIMTAHUE;

ajanTanuy 00ydJaromerocs K
U3MEHAIOIIUMCS  YCIOBHSAM
COLMAIBHOM W  IPUPOAHOU
Cpelbl;

LEHHOCTH Hay4HOTO
NIO3HAHMS;

¢dbopmupoBaHue KYJIBTYPbI
3/10pOBBSI.




CeteBoii dTukert. Ilcuxonorus u cethb 10 1 ['paxxnanckoe BOCITMTaHUE;
[Tatpuornueckoe
BOCIIUTAHUE;
JlyXOBHO-HPAaBCTBEHHOE
BOCIIUTAHUE;
ajanTaluy 00ydJaromerocs K
U3MEHSIOIAMCS YCIIOBUSIM
COLMAIBHOW W  IPUPOAHOU
Cpensl,
LIEHHOCTH Hay4YHOT'O
MMO3HAHMA;
dbopmupoBanue KYJIbTYPbI
3/10pOBbSI;
TPYZIOBOE BOCIIUTaHHE;
DKOJOrMYECKOE BOCIIUTAHHUE.
[TpaBoBBIC aCIIEKTHI 3aLTUTHI 2 3 ['paxxganckoe BOCITUTAHUE;
KHOepIpoCTpaHCTBA [TaTpuoTnueckoe BOCIIUTAHHE.
Bcero uacos: 34 34




KanengapHo-temaTuveckoe mianupoBanune 7 kiace (34 yaca)

Ne Koax-
YpOKa Aara Tema BO
4acoB
Oo6mmne ceenenus o 0ezonacuoctu IIK n Unrepuera 5
1 Kak paGotator MOOHIBHBIE YCTpPOHCTBA. YTPO3bl UII MOOHIJIBHBIX
YCTPOMCTB.
2 PacnipocTtpanenue BpeIOHOCHBIX (aljIoB yepe3 MNPUIIOKEHUS s
CcMapT(OHOB U IJIAHIIETOB (CKaunBaHue Gororpaduii, My3bIKH, UTD).
3 Bunpl 3amutel kubeprnpocTpaHcTBa (UTO TaKO€ HECAaHKIIMOHUPOBAHHBIN
JOCTYII, pa3pylIeHHe U yTpaTa HHPOpMAaIIHH, HCKaXKeHUE HH(OpMaIInN).
4 Kto obecrieunBaeT 3amuTy KHOSpIPOCTPAHCTBA.
5 Yro Ttakoe reoundopmanuonueie cuctembl (I'MC). TI'nmoGanbHbIE
uHpopmarmonHbele CeTH o CTUXUHHBIM OEICTBUSIM.
TexHuka 0e30MaCHOCTH M IKOJIOT M. 3)
6 Komnbrorep 1 MOOUIIBHBIE YCTPOMCTBA B UPE3BBIYAHHBIX CUTYAIUSX.
Hononuenus k ATII. Komnbrorep u MOOUIIBHBIE (COTOBBIE) YCTPOMCTBA B
npaBuiax 0€30MacHOCTH.
7 KommnbroTepbl 1 MOOMIIbHBIE YCTPONUCTBA B SKCTPEMANIbHBIX YCIOBUSIX.
8 Besne mu ects UnTepuer. Th npu pabore ¢ MOOMIBHBIMHU YCTPOWCTBAMH.
9 [TepBas momorts mpu MpodeMax B UHTEPHETE (CITY>KOBI TOMOIIIHN).
10 BosneiictBue paamoBoiH Ha 310poBbe M OKpyxaromryto cpeny (Wi-Fi,
Bluetooth, GSM).
IIpobaembl UHTEpHET-3aBUCUMOCTH. 2
11 Buapsl InTepHeT-3aBUCUMOCTH.
12 KommeroTep u 3penue.
Metoabl ob6ecnieyenus 0ezonacHoctu IIK n UnaTepHera. Bupycsl n 8
AHTHBHPYCHI.
13 Kak pacripocTpaHsroTCst BUPYCHI.
14 VlcToOuHMKY ¥ TPUYUHBI 3apAKEHHUS.
15 Ckopas koMIproTepHasi momoulb. [Ipu3Haku 3apakeHust KOMIbIOTEPA.
16 Yro Takoe aHTUBHpYCHAas 3amuTa. Kak neunts koMmnerorep.
17 3ammTa MOOMIIBHBIX YCTPOMCTB.
18 Kak 3ammTuth gaHHble oT noTepb. KonupoBaHue 1 BOCCTaHOBJICHHUE.
Bceraa nm1 MOXHO CIIaCTH CBOU JIaHHBIE.
19 3amuTa (aiinos. UTo Takoe MpaBo JOCTyTIA.
20 3amuTa geredt B coruanbHbix cersx. [1O mis poauteneit. OrpaHndeHue
BPEMEHM HAXOX/IECHUS B CETH.
Momennuyeckue geiicreus B Uurepuere. Kudepnpecrynienusi. 2
21 OnacHoctu  MoOwibHOW  cBsizu.  IlpeioskeHHst 1O yCTaHOBKE
BPEJOHOCHBIX MpuioxkeHuid. Momennnueckune CMC.
22 [IpocnymmBanue pasroBopoB. OnpeaeneHne MeCTONoI0KEeHHs TeaedoHa.
CeteBoii 3Tuker. Ilcuxosorus u cers. 10
23 Uto Takoe nuyHblE naHHbIE. Bce, yTo BhUIOKEHO B MHTEpHET, MOXET
CTaTh U3BECTHO BCEM.
24 «Jlumass  wHGOpManms» o cebe um npyrux B MHTepnere. Kakas
uH(pOopMaIs PUHAIIEKUT BaM.
25 AHOHUMHOCTb B CETH.
26 Uto Takoe sTuKeT. Buapl sTHKeTa (TMYHBIN, JEITOBOM, MMCHMEHHBIMH,

JMCKYCCUOHHBIN U 1p.). Pa3nuuus sTukera B pa3HbIX CTpaHax.




27

Kak mosiBusnicst HeTUKeT, 4TO 3TO Takoe. OOmue mpaBuia CETEBOrO
ITHKETA.

28 Jlnanoe oOmieHHe U OOIIEHHE B TPYINIE — YeM OHU OTIMYAOTCS (JaThl,
(hopyMmBbl, ClTy>kObl MTHOBEHHBIX COOOIIIEHU).

29 Otuka auckyccuil. BzauMHoe yBakeHHe Mpy HHTEPHET-00IEHUH.

30 OTukeT U 0€30MacHOCTh. DMOLNHU B CETH, UX BBIPAKEHHE.

31 PeanbHas u BUpTyalibHas TUYHOCTh, peajibHbIe BCTPEUU C BUPTYaJIbHBIMU
3HaKOMBIMH M MX OMAaCHOCTb, YTPO3bl U OCKOPOJIEHUS — YEM 3TO MOXKET
3aKOHYUTHCS.

32 Ecnu BbI cTanu »xepTBOI KOMITBIOTEPHON arpeccuu: Cy»KObl TOMOIIIH.

IIpaBoBbIe acneKThI 3aIIUTHI KHOEPIPOCTPAHCTBA. 2

33 CoOcTtBenHocTh B MHTEpHETE. ABTOpCKOE TpaBo. MHTeIIeKTyanbHas
cobctBeHHOCTD. [ImaTHas u 6ecruiatHas nHGOpMaIus.

34 O06006meHue MaTepuana Kypca. Urpa-kBect «3HaATOKH
K1OepOe30nacHOCTI.

KanennapHo-temarnuyeckoe mianupoanne 8 kiacc (34 yaca)
o Koa-
ypo-lca Hdara Tema BO
4acoB
Oo6mme ceenenus o 0ezonacuoctu [IK u Unrepuera 5

1 Nndopmannonnas 6e30macHOCTh

2 3ammTa TEpPCOHATBHBIX JaHHBIX, IOYeMy OHa HyxkHa. Kareropum
NEePCOHANIBHBIX JaHHBIX. buoMeTpuueckue nepcoHaibHbIe JaHHBIE.

3 Wctounnku naHHbiX B MIHTepHeTe: modyrta, cepBUCH 0OMeHa ¢ailnamMu u
Ip. XpaHeHue naHHbIX B UHTEpHETE.

4 Bo3MoxHOCTH 1 TPOOIIEMBI COITMATBHBIX CETEH.

5 besonacuenii npoduns B commanbHBIX cersX. CocTaBieHHe CeTH
KOHTaKTOB.

Texnnka 0e30MaCHOCTH M IKOJIOT U5, 2

6 Kommnekc ynpaxxHeHui mpu padboTte 3a KOMITBIOTEPOM.

7 Bo3zneiictBue Ha 3peHue DJIT, KUIKOKPUCTATUIMYECKUX, CBETOUOIHBIX,
MOHOXPOMHBIX MOHUTOPOB.

IIpo6aembl UHTEpHET-32aBHCUMOCTH. 3

8 s yero moxer ObITh mone3eH 11K n MHTEpHET (pa3BUBarOIINE WUIPHI,
o0yueHue, OOIIeHNe U T.11.) ¥ KaK MOJIb3a MPEeBPaIIaeTcs BO Bpe/l.

9 KubepkynbTypa (MaccoBasi KyJlIbTypa B CETH) U JIMYHOCTb.

10 [Icuxonmoruueckoe Bo3AeHCTBHE HH(DOPMAIIK Ha YEIOBEKa. YTpaBIeHUE
JUYHOCTBIO Yepe3 CEeTh.

MeTtonn! obecnieuennsi 6e3onacuoctu [IK u UaTepuera. Bupycol u 16
AHTHBHPYCHI.

11 3amura ¢aiinos. [IpaBa mons3oBaremnei.

12 3amuTa nmpu 3arpy3Ke U BBIKITIOYEHUH KOMITbIOTEpA.

13 bezonacHocTh npu ckaynBaHUU (aisios.

14 bezomacHocTh 1pu mpocMoTpe GUIEMOB OHJTAMH.

15 3amuTa NporpaMM U JaHHBIX OT HECAHKIIMOHUPOBAHHOI'O KOIMUPOBAHUS.
OpraHu3anvoHHbIe, OPUANYECKHE, NPOrpaMMHBIE W IPOTrPaMMHO-
anmnapaTHbIe MEphI 3aIIUTHI.

16 3amMra NporpaMM M JaHHBIX C IOMOLIbIO Mapojei, MpOorpaMMHBIX U




3JIEKTPOHHBIX KIIFOYEH, CEPUMHBIX HOMEPOB, IIEpEHOCA B OHJANH U T.II.
Henepemeniaemble mporpaMmsl.

17 Mertozbl 3aMThl POTO M BUAECOMATEPUATIOB OT KOTUPOBAHUS B CETH.
18 3amura oT KOMUPOBAHUS KOHTEHTA cailTa.
19 Kak pa3BuBanuce BUPYCHI.
20 Moryt 11 BUpychl BO3ieicTBOBaTh Ha annapaTypy [1K.
21 Kaxk Bupychl BO3/1eHiCTBYIOT Ha (haitJibl.
22 [IpoBepka Ha Hanuuue BUpycoB. CkaHepsl U Ap.
23 MoskeT 11 BUpYC BO3/I€CTBOBATh Ha pabouunii CTOII.
24 Hcrounnku 3apaxenus [1K.
25 AnTusupycHoe I10, Buabl 1 Ha3HaYEHHE.
26 Mertonbl 3amuThl 0T BUpYcOB. Kak pacro3HaroTcs BUPYCHI.
Momennuveckue neiicteusi B Uatepuere. Kudepnpecrynienus.
27 VYTeuka u 00HApOIOBaHNE JINYHBIX JaHHBIX.
28 ITon6op u nepexsat naposeil. B3noMbl akkayHTOB B COLIMAIBHBIX CETAX.
29 Bunst momennnuecta B UaTepaere. @umuHT (PpapMuHT).
30 AzaptHple  urpbl.  OmniaiiH-ka3suHO.  bykmekepckue — KOHTOPBI.
[pemioskeHust Ui «MHBECTUPOBAHUS A€HET. BBIMTIPHIII B JIOTEPEIO.
CereBoii yTuKeT. [IcHX0/10THS U CETh.
31 [Tcuxonoruueckas obcraHoBka B MHTepHeTe: rpuduHr, KuOepOyITHHT,
K1Oep-MOOOUHT, TPOILTUHT, OYIUTUITUL.
IIpaBoBbIe acneKTHI 3aLIUTHI KHOEPNPOCTPaHCTBA.
32 3amura rnpas noTpeOuTeneil mpu UCoib30BaHuM ycayr MHTepHeT.
33 3amuTa mpaB MOTPEOUTENICH YCIyT MpoBaiepa.
34 O06o0menne Marepuaia Kypca. Urpa-kBect «3HaTOKN

KuOepOe30macHOCTI.




Y4eOHO-MeToquYeCKOe H MATEPHATIbHO-TEXHUYECKOT0 o0ecmeyeHust
00pa30BaTeILHOIO MpoIecca

1. ITepconanbHeri kKomIbrOTep (OC Winsows).

2. Hoytoyk-Tpanchopmep mobmnpHoro knacca (ACER TravelMate Spin B3)
3. MaTepakTuBHAs TOCKA.

4. MHorodgyHkunoHaiabHoe yctpoiictBo (M®PY) ckanep, mpunrep (XEROX)

5. Komnberotepras mbib (Aceline CM 904BU, Aceline CM 906BU, Aceline CM 503BU, Aceline CM
408BU, Aceline CM 407BU).

4. IpuknaaHoe (creruaibHOE) MPOrPaMMHOE O0ECIICUeHHE.

5. YcrpoiicTBa BbIBO/IA 3BYKOBOM MH(GOPMAIIH.

6. YcrpolicTBa 15 3amucH (BBO/IA) 3BYKOBOW MH(MOpMAIIHH.

7. YerpoiicTBa BBO/Ia TEKCTOBOU U rpaduyeckoit nH(popMari.

MeToauuyeckue MaTepuaJibl
1. Meroauueckoe nocobue Juig yuutens K yueonukam M. C. LiBeTkoBoii

2. Tlopran MexnayHapomHoro kBecta 1o IU(PoBOH  TpaMOTHOCTH ~ WWW.CETeBHUOK.pd
https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

[IOKYMEHT NMOAMMUCAH 3IEKTPOHHOI NMOAMUCHIO
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CeeTnaHa VBaHoBHa, [lnpekTop



https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

